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DEFINITIONS

AbilityOne Program): The AbihtyOne Program s the largest source of employtaent for
people who are blind or have othar severe disabdiies in the country. It coordinaies
pariicipation with more than 800 nonprolit agencies throughout the United States and
represants $2.3 bitlion in products and services purchasad by the ledaral goveroment
The Pr?gram operates at neatly 1.000 locations representing 40 governmen! agencies
nationally.

The AbiltyOne Program s adminstered by the US AbityOne Commussion, an
mdependent federal agency. with assistance lrom NISH and Nantonal industnes tor the
Bind. For addiional  information  about the  Javits-Wagner-O'Day  (JWOD)  Act,
the AbiityOne Program antt the govermnmental guidelings, visit www.abilityone.gov.

Alaska Native Corporation {ANC). Any Regonal Corporation, Village Corporation,
Urban Corporation, or Group Corpotation orgamized under the laws of the state of
Alaska i accordance with the Alaska Native Claims Setlement Acl. as amended (43
U.S.C. 1601, et seq) and which 1s consikdered a nmunonty and economically
disadvantaged concern under the critena at 43 U.S.C. 1626{e}(1). This definttion also
ncludes ANC dreet and ndrect subsidhary corporatons, jomt ventures. and
partnerstups that meet the requirements of 43 U S.C. 1626(e)(2).

Central Contractor Registration (CCR). A national infemet database adrministered by
the Small Business Admumstration that contans suppher profiles of smail.
disadvantaged, B{a). women-owned small businesses. HUBZone small busingss.
veleran-owned and service-chsabled veteran-owned small businesses.

Systems For Award Management (SAM): A national Internet database admnisiered
by the Small Business Admrustraton that contamns suppher profiles of small
disadvantaged, B(a). women-owned small businesses, HUBZone small business,
veleran-owned and semvice-disabled veteran-owned small busmesses

Commercial Plan: A subcontracting plan mciuting goals) that covers the ofteror's
Iiscal year and that applies 1o the entire production of commergial Hems sold by enher
the entire company or a portion thergol (re.. division. plant, or product ine)

Historically Black Colleges and Universities (HBCUs): instiuhions thal have been
determined by the Secretary of Education to mest the requiremants of 34 CFR 6UB.Z
The term alsc means any non-profil research mstitution thal was an egrat part of such
colleges or universities before November 14, 198

HUBZone Smail Business Concern (HUBZone): A small busingss concern that s
awned and controlled only by United Staies cihzens with the pnnoipal office focated i &
MUBZone and weh at least 35 percen) of the employees residing in a HUBZone AH .
MUBZones must receive certification by the Small Business Adrmnistration

indiasn Tribe: Any Indan inbe. band. group. pueblu. of communtty, including nabve
villages and natve groups (including corporations organized by Kenal, Juneau. Sika.
and Kothaky as detined in the Alaska Natve Claims Setliement Act {43 .S C.A 1601 &t
seq.), thal s recognized by the Federal Ciovernment as ehgible tor services from the
Bureau ol Indian Affars \n accordance with 25 U S.C. 1452{c). Ths delintion also
includes Indian-owned economic enterprises that meet the requirements of 25 US G
1452{e) individuat Subconracting Plan: A subcontracting plan that covers the enfire
contract penod {including opticn penods). apples 1o a speciic contract and has goals
that are based on planned subcontraching dollars of contraci value. m support af the
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specific contract. The plan may mclude induect cosis mneurred for common o (oint
purposes and may pe aflocated on a prorated basts io the contract.

Master Plan: A subcontracting plan that conlams all the required elements vl an
indwvidual subcontracting plan {excluding goais) and may be incorporated nto mdvidual
subgoniracting plans, provided the masier plan has been approvad.

Minority Institutions (Mis): Accredited colleges and universiies with enroliment of a
single minonty group or & combmation of mmonty groups that are under-represented in
the science and engineenng helds that exceeds 51 percent of their (otal enrollmeni

Mentor-Protége Program: Federal government program which provides incenives
major prme contractors to assist SDB, WOSE. SDVOSB. HUBZone Small Businegss
concern, and AbiityOne firms, which would enhance therr capabilities of performing as
prme contractors: and subcontractors under vanous agency contracts. The program
seeks 1o ncrease SDB and WOSS participaton wn tederal government and commercial
contragts. The program aiso encourages sDB and WOSB hrms and prime contraclors
1o eslabhsh long-lefm business relationsinps, tree trom both government nterference
and restnchions that exist n relationshups between large and smal! businesses

National Institution for Severely Handicapped (NiSH). An association tor
handicapped ndividuals. A handicapped individual 15 & person who has a physical,
mental, or emeotonal impaiment, defect. allment, disgase. of disability ol a permanesnt
nature thal in any way limits the selection ol any type of empioyment tor which the
person would otherwise be qualified.

Service-Disabled Veteran-Owned Small Business (SDVOSB): A small business hal
s at ieast 51 percent gwned by one 6r more senvice-disabled veterans and in the case
ot any publicly owned business not less than &1 percent of the stock 1s owned by one or
more service-disables veterans. The managernent and daily business operalions mus!
be controlied by one Of MOTE service-tsabler veterans or in the case ot a veteran with
permanent and severe disability, the spouse o permanant caregiver ot such veteran

Small Disadvantaged Business (S0B): A small business thatl s at least 51 percent
owned by an ndmdual who 1$ poth a United States cmzen and socially and
economucatly disadvantaged. as dehned by the Small Business Administration al 13
CF pant 124, where the majonty of earnings directly accrue to the dividual. Tobe a
socially  dgisadvantaged ndividual, one  must  pussess  at  least one objechve
distinguishing teature thal nas contributed to socal disadvantage, such as race, gthc
ongin, gender, physical hangicap, of long lerm residence in an gnvironment 1solaled
{rorm the mamstream of Amerncan sociely KMembers of the lollowing designated groups
are considered secially disadvantaged. Alrican-Amencans, Hispanc Amarncans, Native:
Amencans (Amencan Indians, Eskimos, Aleuls, of Natwe Hawanans}, Asan-Pactc
Amencans (persons with opging trom Burma, Thailand. Malaysia, Indonesia, Sihgapure.,
Brunel, Japan, China, Tawan. Laos, Cambodia (Kampuchea)., Vignam, Korea. The
Phitppines. U S Trust Terrdory of the Pacde istands (Repubhc of Palau). Republc ot
the Marshall lslands, Federated States of Mcronesia, the Commonwealth of the
Northern Manana Islands {Guam. Samoa, Macao, Hong Kong, Fip. Tonga. Kintal,
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Tuvalu. or Nauru),  Subcontinent Asien-American |Asian-indian — persons whose
origing are from India, Pakistan, Bangladesn, Sri Lanka, Bhulan, the Maldives Istands.
or Nepal) and other groups that the SBA may designale. A non-desgnated group must
estaplish ndividual social disadvantage based on a "preponderance of the evidenca.”

Economic disadvamage 15 defined as net worth below $750.000, minus equily in &
primary residence and the applicant’s swnarship interest.

Disadvantaged Businesses
As you may siready knuw, ghsadvamnaged Dusihissuut: CAEGOEIpeLe bl cEriadt M utal
SNt HNG VPLOTLNTes, You Guatfy bor frese Aecihc oppartuniics I yau wel-marldy’
YU IR 4S!
e Velgran-cwned; Womian-ovd ed, Minooiy-owied ang Gwtweid DY 2 person aath
disabilities

Cohe tively, hess charactenshcs wenhly what s Lol @ disadvantaged Lusiness.
Vorun you Teyisher your Diaess e ol e el G5 System
for Award Management (SAM) is a Ferleral Government owned and operated frec
web site that consokdates the capabilities in CCR/Federal Regulations, ORTA, and
EPLS. Fulure phases of SAM will add the capabilites of other systems used in Federal
procureman] and awards Processes you mey alsy sell-tloitity as Deonging 10 09 7
mare ol thes 0UERE,

i1 the pasi oBA mupageu the Sma. Db advatitagsd Busiteeas Cantihnanon <SSy
SO AT, wWhieTE Ahuveed DUSIESs LanEts Lo ceriity thest Lusinebsct 85 shgagveotaged o
snba to compete for certam feduial TONLECHRY nppoTiundies. The SBL prograis A,
gscaminued an Octulier 1, 2008, aid Jeplacel withi the selt-ceriican Price...

i AJdhion Lo swilidenbhyng your Busifens: oo Aisarheanda Jerd, i tederal Quverrngnt
Pes programs hat e sthall DuSnesses D pad, QUETEEs, And arhvely Vanaged Prye
womEn, NOTlY Qreup! ternbers, veletang ol pe oS with disadDiliies compsid i the
Marhelflacs VIS heed inxe 16 124N WGP At igne Programs

weert o GIONGRE doslEata Sanvices fhal nelp

— e -

5 RN MtLesS INE b dRral pro. Lratield marnEt

; ’
(RTINS
A

SRAS s ga brlatatt Heps simiall ¢ MEHsERS iy UL 2F 3P TULY U TETILNIRe S Gl
S @nal AUEEE 10 eUerl DrOCUTEn il OpLotunhes. Tiess Frelarances qu [
fusesses Al sbtan HUBZone cartiication in part by empiopng swaff wing e 0 &
bt ong, Tre o mpaiy must diso anhlah ponegee offive moons of hese s iy

Juspnalest coean.

o _.'::' I'_' l ‘:'a'_ L:

agouiieas WO i aomien-owned  DUS o388 imd and bed on dedisial QIUVETTHTIENH
SOTRIAnHEg b s,
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Tips ano advice (rorit 584 10 help women-uwiud businesses td on fedeval comracting
sppantunities.

LI BT .'.;i.." v
Provides general Dubness sosstance. fedaral contracliiny  assistancs  ant ofter
Gdirgach services to help veleran-ownen T Lt RSses.

Women-Owned Small Business (WOSB): A small business that is al least
§1 percent owned by cne or more women and in the gase ol any pulilicly uwned
businass, at least 51 percent of the stock is owned by one or more women, One or
mora women must control the management and dady busiess operalions.

Veteran-Owned Small Business (VOSB): A small businsuy that 15 &t ieasl 51 percent
owrad by ong or more veterans and in the case of any publicly owned business, al least
51 piercent of the stock is owned by ong or more veterans. Qne or more veterans rnust
control the managenient and daily business operations.

INTRODUCTION

It is Nothrop Goumman Aerospace Systems beclors poliey to actively support this
gtfort by giving small businesses the maximum practicable opportunity to participate n
Northrop Grumman Aerospace Systems Sectors procurement process and 1o exed
special efforts 10 brng SB8s, SDbBs. WOSBs, HBCUs/MIs, HUBZones, VOSBs.
SHVOSBs and ANCs, inte the mamstrearm of busmess as viable suppliers in support of
the mnient of Public Law 95-507.

Northrap  Grumman Agrospace Sysiems  Sector fully endurses the Federal
Government's laws and inmiatives which are designed to enhance and increase
participation of SBs, SDBs, WOSBs. HBCUsavls, HUBZones, VOSBs, SDVOSBs, and
ANCs: additionaily SBIRISTTR and AbilityOne i the government cortracting process.

SPECIAL INITIATIVE FOR HUBZONE AND SDVO58:

HUBZone Small Business

During GFY '13 through GFY'18 NGC-AS will review and revisi those MHUBZone
supphers that were displaced, grow 1o large buwiness stalus of were reclassified due to
the 2010 Census data and redirect of centaity business zoties. We will review previous
FHUBZone suppliers and matched agairest the new HUBZone data for idertification
purposes. During GFY "13, Nonthrop Grumman will contact those supphars whose still
reside in a HUBZone and request them o e register {or cerification it they meet ail the
reguirenents o te-centity. This will assisl Nonbrop Grumman in vicregsng ous
commitments to HUBZeone and SDVOSE participants.
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Service-Disabled Veteran Owned Small Business

Dunng GFY 13 through GFY'16 NGC-AS SEBFP Qilice will review all current vQOss
suppliers 1o understand # any guality for SDVOSB certification siats. As a follow-on o
this initiative. the SEBP Otiice will ask all SDVOSB supphers that contract NGC-AS 1
reqister with the Uniled State Department of Veleran Attaurs in Washington, D.C

NGC-AS will co-sponsor & HUBZone and SDVOSB targeted outreach conterence wilh
our sister sectors on the East and West Coast m 2013 and 2015. we will continue 1
support and co-sponsor the National Service Disable Veteran Conference on an annual
basts GFY'13 — *16. In GFY'13 — "16 NGC-AS wili assess and evaluate potental
programs and mndirect needs and review procurements 1o large business lor possible re-
direct 1o HUBZone and SDVOSE supphers to the maxirmum practicable opportuniies
NGC-AS will continue working with DCMA, SBA, US Departmant of Veteran Aflais, and
other small business councils 1¢ mamntan updated st of HuBZone and SDVOSE
supphers. Our plans will nclude rewiew polential HUBZone's and /SDVOSH's for
possible Mentor-Protege Agreemaents and SBIR/STTR. These areas ol focus will assist
Northrop Grumman In Increasing our commiments 1o HUBZone and SDVOSB
supphers.

As a large sysiems integrator NGC-AS secior was wnpacied by the 2012 Census dala
which redirectedirezoned over 25.000 HUBZone supphers. Dunng GFY'12 we realized
a reduction n the lollowing categones as noted m the table below. A number of small
businesses closed, sold, or grow to large business calegones. The 2010 census data
wnpact the current HUBZone supphers reclassiied and removed (rom HUBZone
classification code. Losing small business credn — caused growing outside hesr suze
standard and no feeder suppliers it ine 10 assisl i underulihzed busimess calegorigs

Example: US Tool Grinding — over $18M now large husiness

DECREASE | DECREASE
NQ OF | COMM NG OF COMM IN IN
SIZE  |SUPPLIERS] IN | BUPPUERS i) SUPPLIERS COMM
STATUS | IN2011 2011 N 2012 2012 IN2012 | 2071-2012
HUEZone S5 68 $ 468 45 s1a7 - (2 . o fs32Yy |
SOBs 173 2132 2 146 SE9H {23} 2 {8423)
spVOSH Az 3413 3 $46 3 (o o (568
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GFY12 | GFY11 | GFY10 | GFYO0 | GFY 08 | AVERAGE
Ovoesit &G
DOD Compare Oweratt A% | Dvoral Ovacall Overadl Crmsntl § DOD Spend
DOD ASDOD | ASDOD | ASPOD | 48 DOD GFY
Spend Sperd Spond Spend Spend 2012 - 2008
Star
Buy Suze Foat
BN I N Y W T M T BT EEL
AT BT NONRY . SN S BTN S0 S T St L)
(WoRt | _son ] Uera ) ame| wet D TeE] sa ] 83
RUBZone | J.0% 0.6% 1.7% IS I B 16%
V58 PR T IR 1A 15 Ty 3.2%
SoVOSS 3.0% 0.2% 0a% | 04 155% ]  on f1.5%
| NA 0.2% L3 R paw f 8.l QA%

Proposed Goals for HUBZone and SDVOSB tmpravement Plan

T oerr e L amris | arrie | cevrr © arvre

000 Compara fomrma | orrae | arvs 3 arvse ) gevyy e
DO (s LA a0 SO - HID

E e e sl o PR f . ,.{

. HUBAZone 30% | 0By T LR o R

[ . SDVOSE AT WL SR B UL AL T e

in order to fully comply with Public Law 95-507 — Amendmenis {0 the Small Busmess
Investment Act of 1978 Pubhc Law 99-661 — Defense Authonzaton Act of 1887; Pubhe
Law 85-536 — Small Business Acl. as amended; Public Law 100-180 — Depariment of
Defense Authorizaton Act of 1988 (extends P L. 29-661); Pubhc Law 100-656 ~
Business Opponunty Development Retorm Act ot 1988/1989, Pubhc Law 102-484 —
Department of Delense Authorization Act of 1893 Pubhe Law 106-50 —~ Velerans
Entrepreneurship and Small Business Development Act of 1999; Public Law 105-135 ~
HURBZone Act of 1997/Small Business Reauthonzation Act of 1987 and Publc Law 103-
355 — Federal Acguistion Streamlining Act of 1994, Northrop Grumman Corporatioti.
Aprospace Systems Sector, herein subrmits this Master Subcontracting Plan requued by
the Federal Acquistion Regulation (FAR} 52 218-9 and FAR Subpan 187 ei. seq This
Master Subcontracting Plan, when approved, shall be incorporated by reference as &
pan of an individual subcontrachng plan submmted for governmeni contracts exceeding
$650.000 that provide further subconbiacting opporuniiies. For contracts contawung
options, the cumulative valye of the hasic contragt and all options is considered n
determining whether a subcontraching plan s necessary If @ plan is necessary. the
ndwedual subcontracting ptan will contain afl ol the elemenis required by FAR 18.704(a)
and will contan separate parts: one for the basic contract and one for each option
£arch business sechon is i response 1o a requiremneant in FAR 52.219-9.

All Northrop Grumiman personnel mvolved 1A the procurement pProcess will be
ndosinnated 10 be sensiive to our obiganons and to be alert tor subcontracing
opponumbes 10 such concems. Addionally, Nonthrop Grumman Aerospace Systerns
Seciur will participate 0 Smalt Business training workshops. federal and private sector

procurement conferences, seminars artd trade fars in furtherance of the government's
. Frage C-12
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smail business requitements. The responsiity for implementalion of these programs is
created by Northrop Grumman Corporate, Small Busmess Liaison Officers, Frogram
Vice Presidents, Depariment Direclors and ali those ih supervisory positions.

This Master Subcontracting Plan will be upaaied as necessary o refiect any changes
implememead by Federal Regulations in 2ccordance with FAR 18.70 (bl

NGC-AS Busmess Units - Cage Codes and DUNS Numbers

_ Ggas2
Bf‘tht)i 12, NY (il de -t lywn ol 0 ir - CB51Z ZAALDS | 0776852781
_Ei Sugundo. CA i 76823 | 938535028
Melbourne. FL (includes Warner Roubing, 5AY 70974 1 IRDTOUSL
Cuitndale. CA o . : 1W025 i 362686958
“Rancho Bernardo, CA ' P 77846, 78022 | 1oubl188GS
_Redondo Beach. CA : 11982 DOt o
"3t Augustine, FL !' 81174 | 196602uE6 1

PRINCIP AL SUPPLIES/SERVICES TO ik SUBCONTRACTED

The principa supphes and services 1o pe subcontracied are listed below NGC-AS gosl s
subcanirast with ail small business cunwens @1 all potential Noth Amencan (ndustry
Classification Systemn (MAICS) calegones 1 the maxumum axient possibhe

Powe ttsal panciple products areas 10 be subcomtravied n support of our products mcude, but
e e N N

s o et e ko b 4 s -

: SDB | | f service i
! {inciudas [ Disabied i
Commodityfour vice [ Small | HBOURS: wOSS  HUBZUNE | Veteran © Vetsan | Ake !
- - H * .
r il SRS . : . y i
Agroicity - P X * * T
—_ } —_— T : |
GOTWEIE LAVEL % N N S R
- g, . 2 . _ .
S».w‘.‘::.."! R Le x . Ey B . . S X
— - ; AR 7 !
Dewign & F’:u-.jl.-,.lfor of Test . . . x ! . "
l': 'R . - — e it —— -
TR PR Y1) Hot- .
_Conspnants » I * ’ ¥ * * 8
— L LoMRERRENS — : -
Iemun_mr_si Fabnoaton X l X RO SR , A ; : _ & I
_won: Cotsintits & . I x - . o X x ]l
—_—— AsSetiwes ek : —_ —
Fo,ocaondh Blectas ©0 ! X 3 e o
N sl ot - —— . : -
R e Betvies A S H 5 . : X ) e B
- T T ; ! '
o Conion Astve Bleckones | . . ! x | x x . ! %
Dhizvinn S 1 . ' ] . i
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——— SRS, . -
SDB ’ t : Service
_ {inciudes ': : ! Disabled |
_  CommodhtyfService | Small | HBCUMI) : WOSB | HUBZONE | veteran | Veteran | ANC
Standard Electronks : ! : ‘ -'
Devicas % X ¥ ! x x i ¥ ! ®
o R 3 . .. - O . i . S . - . C# . y
festEgupment Lo Lo« w1 [ x| s
Castng Forgings x x x x ! X : % t .
e T S e LI T S - . +- . ; . v
Machined PartsRaw : ’ * ) ) !
Matgnal * X S < e
— — 4 —e e — {_ - e meal -
. Sheﬁi Metal Pﬂﬂs x . x e 4 . 4_ . % . . x ‘ ' ! % :
Fued Assels and Dapial ; ¥ TR !
EQU#W‘QN b4 L3 * . ® ; X = 2
.- AU A AR P S P . . A . B S . . .y
rMamtanance Repar and : T. : ! ‘
Operaing Supphes % » S X x x | x
. . e ™ a . m—— e - C e md .. . § . ¢ PR . . oL . Lo
Awrcralt Hardware % x . . x : x ! y ! . :
[E— ——r g .- - - . -+ e e dme . 4 . o
AvHngs X x 1: X ! x T . i
e mn e e i e " e e
futhome Mechancal i .
Equmen‘l b4 4 = ¥ : 1 1 x %
o — et a—en - - -+ B A aeet J, 4 - F
. Shtures S0 VRN SO S SR A S O S S P T
~ Subsystams A1 x x X i Koy x e T ;
. SN SRV S R e AL T S
Mayor Systemns L A ¥ { ¥ x ' x | a
. e ; 2 i i e e b 4
Wra Harnesses ant Cable i .
Chssemmes L %ttt
GOAL DEVELOPMENT

Comphance with the intert of Public Laws Y5-507, 99-661. 100-180. 101-144 and
100-656. require goals 10 be established for the maximum prachicable opportunimes
hased on the potential that may exst for 58s, SOBs, WOSBs, HBCUsiMis, HUBZobDes.
VOSBs, SDVOSBs and ANCs.

In estabhishing goats. Northrop Grumman Asrospace Systems 3ector will review
potential awards 1o SBs, SDBs, WOSBs, HUBZones. VOSBs. SDVOSEs and ANCs not
uithzed in the past, and goals wil reflect 1his endeavor wherever possible. Indirect SBs.
SDRs. WOSBs, HUBZones, VOSBs, SUVOSBs and ANCs will be included in the goals
and further addressed n Paragraph {61, intirect Cosls. HBCUs/Mis, where apphcabie
to mdmduat Subcontracting Plans. will be reflected and micluded n the 8DB goals.

This 1s accamplished in the following manner

1 Heview past history of similar buys and wdentify whether the award went to Large
Busmnesses. SBs. SDBs. WOSBs. HUBZones. VOSBs. SDVOSBs and ANCs

2. Buys idenuhed to large busimness are reviewed 1p determine whether they lalt
within the potential of known SBs, SDBs, WOSBs, HiBZones, VOSBs,

SDVOSBs and ANCs and goals are established accardingly.
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3. High-dollar hst for gach proposal, not previously procured will be revieweu by
the busmess area SBLO and knowigdgeable purchasing personnel o identify
whether there s potental for utilization of SBs, SDBs, WOSBs, HUBZagnes,
VOEBs, SDVOS8Bs and ANCs.

For mateinws ems nol on the high-dollar list, Noghrop Grumman Aerospace
Systeims Secior will apply percentage- figures for SBs. SDibs, WOSBs,
HUBZones, VOSEs, SDVOSHEs and ANCs which have been statistically derived
from previous activily.

:“-\

IDENTIFICATION AND DEVELOPMENT OF POTENTIAL SOURCES

Northrop Grumman Asrospace Systems Sector will continue to build upon [ts long
established tradition of worisng with soall and minority development associabions,
through its Qutreach Program in order 1o develop a vahkd and dynamic source list. 10
addion to parncipatng in guakfied small businesses procuremnent conferences, Socio-
Econamic Businaess Programs Office represanlatives and procurement personnel aitend
tracte famrs and community development programs for SBs, SDBs, WOSBs, HUBZones,
VOEBs, SDVOEBs and ANCs.

Database sources utihzed 1o Jocate SB. SDB, WOSB, HUBZone, VOSB. SDVOSE and
ANC supphers include:
s 1.8, Small Business Administration's Dynamic Small Busingss Search —
R R L P N C A KL BRI
e System ior Award Management (SAM) - Ly weand noir o
s Centerior Velerans Enterprisg — £ 0 o aoonon M0 4 e
o Suppher Direclones — All currently appraved Morthrop Grumiman Azrospace
Systems Sestor supphers {coded by busmess size and confinually updated)
» Notthrop Grumman Aegrcspace Systems Small Business Databass —

R (R Ay W Rt REI A (AT LIUUCHIRTI Y [ WETRS: SRR 01 S BT Ui ot (LR W I

Customer Website Sources inciude:
o NASA Qifice of Small and Disadvantaged Business Ulization —

RS R AT AN "'_“I-'a '[f'i.'.'u.*__:i-‘:v
I ol A R L T 1At LA
»  DobD Western Begiona! Counicd for Small Businesses Utihzation and
AdvoCdey ~ il wwa bt | s
New sources are also generated through Norihrop Grumman ASfuspace _Systams
Seclor's, partcipation in the foliowing SB, SUB, WOSB, HBCUsMs, HUBZone. VOSB,
SOVOSE and ANC Trade Associations ano/or conferences:

e 1.3 Small Business Admimnstratiarn — 20, aoaos o g
o .S, Depanment of Veteran Affarrs — 1 cooa w0t Gon
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» Depariment of Defense Smali Business Innavation Research —
PE venew shosdubon e

» Department of Defense Mentor-Protege Prograrm ~
T NV A ] MBSy e T e e

s Southern Califaria Minority Business Development Councst Furchasing
DireClory — Nl awven v gk g

o Asian Business Association ~ ' waew sl 1,

o Latin Busmess AssOoialion— 1. woaw (UG i ot

e Black Business Associabion —! 'y a4 Lo g

o Greater Los Angeles Alvican-Ametican Chamber of Commercs —
il Mwvd Haad trg

s Agsociation of Black Women Entreprencurs

s Dol Westem Regional Council for Small Business Utihzation and Advocacy
SOBWOSE directory — iy awee 1 3 -0 g

s Fiorida Regional Minonty Business Counci = s o et

«  Southarn Flonda Minority Suppligr Development Ccmncst -
T e ofiteg i L it

o Flonda Natonal Minonly Suppber Development Council —
Crp ey Tea) ey

» Ceraral North Florida Minority Supplier Development Council -

- v ') "_'-_.._t'r' 1“52.' I"——l"‘l

o AP Manutacturing Technicai Assistance Production Program (MTAPP) —
!lu ,j o ,u. | ,u“‘ I'J

° NAVA!R Naval Air Systems Compand =5 a1 oty

o  New York New Jersey Minonty Suppasr Deveiopment Councit -
http:/rwww. nyricouncilaxpo.comnf

e Flondda A&M Univarsity — * ') woea oo b

o Supplu Diversity Markeipiace (Al!emaiety Co-Sponsored Annually by
Nerthiop Grumman, Boging, Lockheed Martin and Raytheon)

+ Natonal Center for Amencan indian Enterprise Development —
TN awavay ThoGbam] 1)

» Nationat Assoctation of Women Busingss Owners ' " oo s asd: s 20y

Tre primary sources utilized to locate HBCUsMIs aie the Jinny Pouse fritiative on

[T

H{’:l!.liii.dlly’ B!a(..l-: colleges ang Um\:er’s.tv - r'!L W e e i e
et e Ty bty gl Bl v e et e gt iy the MESEE TS NN AL
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SUBCONTRACTING PLAN DETAILS

This Muaster Supconiracting Plan is established under FAR 52.218-8{d) and s fully
comphant 1o FAR 52.218-8.

NOTE Cenamn entites within Northrop Grumman Corporation may &lect fo submit
other approved Subcontracting Plans in support of specthic proposal activiies.

The foliowing address FAR 52.219-8(d) by oraer of paragraph:
1. PERCENT GOALS

Percent guals for each individua! conract goion, as requited, are shown on 4s
“Indwidual Subcontracting Plan™ addendur.

=. STATEMENT OF PLANNED SUBCONTRACTING DOLLARS

Dollars planned o be subcontracted 1o SB, SDB. HBCUsMis, WOSB,
HUBZaone, VOSB, SOVOSE and ANC ..ncems ana the total are shown on the
“Individual Subcontracting Plan” addendum.

UTILIZATION OF INDIRECT COSTS

in additon lo specific diract goals expressed in lerms of SB, sDB. WOSE, HBCU, Ml
HZ8C SDVOSE. and VOSB percentages of 1otal panneid subconiracting dollars, this
plan includes all subcontracts that confribute to contract performance, us well 25 a
proportionale share of products and services thal are narnally procured as Jddirect
costs. Defense Contract Audnt Agency and Defense Logistics Agency approved our
methiodology of calculating indirect costs an 27 October 2003.

Tiie Mothwd tsed for calculating indirect Costs i .1« follows:
a. Obtamn the estmated total sules (TS} for the applicabie sector for the upcorming
Cakendar yedar,

n. Determine the adtual mtuet dubur value spent for the previcus feelve-month
penod by business sategury, Ulilize this data to forecast the value of indirect
expendiiures for the upeorming suemonth perinds.

¢. The sslimated contract value (ECV) for each program s divided by the estinated
swclor sales {TS) for the calendar year.
ECV/TS = %
d. Multply NGC-AS forecasted small Dusinuss category indirect (SBY cormmament for
the calendar year by X%.
a.  CY LUXX 8Bl (X%) = Snall Busiess diedt
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ADMINISTRATION OF THE MASTER SUBCONTRACTING PLAN

Ms. Vicky W. Harper-Hali !
Sector Manager, Socio-Economic

Business Programs and Government Relations
Northrop Grumiman Corporalion

Aerospace Systems Sector

One Norhrop Grumman Avenue, M/S KGB400D4
El Segundo, CA 90245

Telsphone: (310) 331-3824
Facgimile: (310} 332-1655
E-Mail: vicky harper-hall 4 nge com

. ¥

Sector Procedure PO-0506 states 1t 1s the policy of the Agrospace Systems Sector o
mcrease procurement opportunies for capable 5B. S5DB, WQOSB., HBCUs/Ms,
HUBZone, VOSRB. SDVOSRB and ANC concerns  The Norhrop Grumman Corporate
ofice has ssued a Memorandum, dated May 1, 2007, which direcis all seciors W
ansure {ult comphiance with the Smalt Busmess Operating Plan and Public Law 95.507.
United States code, Volume 5, Seclion 631 ! sev

PUTIES OF THE ADMINSTRATOR

The Socio-Economic Busmess Programs Office and site Small Busmess Liatson
Olficers {SBLOs), as dwected n Norhrop Grumman Aerospace Systems Seclor
Proceduse No. PO-0506 shall periorm Ihe lollowing dulies on behal! of the sector

1 Mes! with representatives of sutyect hrms o counsel and discuss subcontracting
opportumbes.

a Proude representatives wilh indormaton  and  chrechon about  current
procurement requirements and appropnate  contacts with procuremsant
representatives.

b Areange for techrucal and admuustralive assistance (o subject lirms when
requested or required

<. Establish suppher meelings with Procurement and Techiucat personnel 10
enable supplters to present their company's capabiiihes.

2 Rewew and approve Subcontracling Plans or certificates from large businéss
suppliers, maimain files of approved plans and prowide tham o buyers

3 Upon request from Conlracts, davelop a Subcontracting Plan.  Submul
completed plan 1o the cognizant Contract Adminstrator for subnussion 1o Hhis
customer. It required. assist Contracts m the negohation of the plan Maorutor
goal achievemen! on alt Aerospace Systems Segtor approved subconlraciing
plans from mception through cartracy completion. Prepare government required
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reports On a contract-Dy-contract basis ol all Northiop Grumman Aerospace
Systems approved subcontracting plans Forward status reports to tocal DCMA
ultice

4. Act as focal ponts for Governiment agencies. smalt business associalions, el |
and serve as Nonthrop Grumman's represertatives oo varnous community and
ndustry committees  Coordtnale {acitty rewiew of subgect concerng with
appropnate Procurement suppliers, Suppher Qualty and Supplier Techmcal
Services personnel. and paricipate in audis/surveys requesled by government
agencies.

The Socio-Economic Busimess Programs Oflice representatives serve o
Commodity Managemen! Teams (CMT) and Value Proposition Teams {VPT)
with Procurement, Supphter Qualty and Suppher Techmical Services o leverage
and conspolidale a sector-wide suppher base o achieve our customear's
requiraments, 1N the most strategic manner possible.

£

Prepare required statishical repaorts. including eSRS itormer SF 294 and 285
formj}, covenng all purchase order and change order transactons tor distnbuhon
o the customar and to corporate atficers. subconiract management aml
procurement personnel. as required

by The Socio-Economic Business Programs Qffice represemntabives represent the

Aesrospace Systems Sector and ihe Corporate Socio-Econenie Business
Programs Othce on Valug Proposiion Teams Reprasentatives from (ilobal
Supply Chain at the sectar afiwd corporate level review corporate spend for o
vanety of products and services and suppiiers capable of supplying these
products. These suppiiers are evaluated from a quably, pnce and best value lor
ronsderation of obtaining a Comporale Award to provide these products angd
senviCes to the entire corporalion.

in addtion, the Socio-Econome Busmess Programs Office representatives assist Sh,

SDR, WOSE. HBCUs/MIs, HUBZone., VOSB. SDVOSB and ANC concems in the

resolutton ol payment problems as well as provide consullation to supplers who

axperience qualty or delivery problams. .

The Souo-Econamic Busmess Programs Office representalives alsc act as hatsons

between procurement orgamzations and potential supphers. The represantatives assist

buyers m linding qualiied potential supphers antd assisi the supphers in ther attempl

beeome Northrop Grumman Aerospace Systems Sector team members.

TECHNICAL ASSISTANCE

Northrop Grumman Aerospace Systems Sector will provide techmcal assistance as
necessary 1o develop SBs, SDBs. WOSB, HBCUs/MIs. HUBZones, VOSBs, SDVOSHs

and ANCs in the following areas.

1 Bidders conferences 10 discuss and advice up speciicabions, statemerds of
work. and mterpretahion of requirements.
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2. Sile surveys in the quality system area to evaluate systems and, as necessary.
provide assistance to meet guality assurance raguirements.

4. Post award assistance from Subcoriract Management and Procurement and
Suppher Qualty field offices located in several geographic locations 10 ensure
requirements are fully understood and (o assist 1n purchase order performance.
as required.

4 Financal assislance in the torm ol progress payments, where appropriate

5. In-house small busingss symposia aliended by engineenny, manufactunng and
facilittes personnel 1o discuss and advise on new programs, problem areas and
LPCOMING Tequiraments.

5. Condugl symposia for SEB. SDB, WOSB. HBCUsMLs, HUBZone, VOSB,
SDVOSE and ANC concerns in argas such as staushieal pracess canirol, just-in-
nme and other advanced management. manudaciunng and organizational
developmeni.

RESTRICTED COMPETITION AND BIDIING

Northrop Grumman Aerospace Systems Sector reserves the nght o consider use of
resincted bidding where the foregoing elements exisl. and a regquiremnen! 0 facddate
SDB.  HUBZone, SDVOSB and ANC partcipalion m the procurement process 1n
avident, + e, (1) where overall achevement s low, and (2) where good faith progress s
required. Restrcted bidding may be utthzed at stes where restnicted compeliion will
4535181 toward the achievement of goals

SUBCONTRACTING OPPORTUNITIES

Northrop Grumman Aerospace Systems Sector s fully committed o providing i
equitable opportunity for SBs, SDBs. WOSHs. HBCUsMIs. HUBZones, VOGBs,
SDVOSBs and ANCs lo compete for subcontracts. The exira ordinary eflorts userd 1o
provide this equitable oppocunity includes.

! Review of procurement documents to delermme subroniract opportuniies for
SB. SDB, WOSB. HBCUs/MIs, HUBZone, VOSB, SDVOSE and ANC conceros
iSee page 7. Goal Development)

s Use of diweclones and databases to match 5B, SDB. WOSB, HBCUs:MIis,
HUBZone, VOSE, SDVOSE and ANC concerns capabibties with Northrop
Grumman requrements. (See page B, Idenificalion and Development Potential
Sources)

3. Counseting SB8s. SDBs, WOSBs. HBCUsMIs, HUBZones, VOSBs, SDVQ5Bs
and ANCs on doing busmess wih Northrop Grumman Aerospace Systems
Sector {See page 11, Admunustration of The Masler Subcontracting Pian),
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4. Prowding technical, administrative and hnancial assistance to SBs. S[DRs,
WQOSBs, HBCUs/MIs, HUBZones. VOSBs. SDVOSBs and ANCs (See page 13.
Techmical Assistance).

5 Providing SBs, SOBs, WOS8s. HBCUs/MIs, HUBZones, VOSBs, SLV0OSBs
and ANCs, wvistiy to Narthrop Grumman Aerospace Systams  Seclor
procurement, management and user orgarnizations through s Smail Business
Supphker Dalabase, traimng sessions and procurement trade faws., (See
page 14, Resincted Competiten and hdding)

6. Encouraging the use of SBs. SDBs. WOSHs, HBCUs/MIs, HUBZones, VOSHs,
SOVOSBs and ANCs tiwough quanerly buyer recogriion programs,

The produchon procurement raquirements lor Northrop Grumman Asrospace Syslemns
Sector are categenzed into the following commodity groups: purchased paas. standard
parts, raw slock, castngs and forgings, offsite machining suppon. magpar equipment
nems, major subgysiems and research and developmant

Each indmidual Subcontraching Plan dentihes the prncipat supply and service areas
where subconlraCing opportumhes exist for SBg. SDBs, WOSBs, HBCUsMIs,
HuBZones, VOSBs, SDVOSBs and ANCs  Should subconiracting opportumtes Tor
these concems ol exisi, or be hmited on a paricular program. the Individual
subcontracting Plan will dentity and explaimn the reasoris) lor such hmitations,

i addibon lo produchon reguirements, the Nonhrop Grumman Aerospace Sysiems
Seclor procures many pon-produchon related items and services. A representative
ising of these wems include. office lumiture, oilice supphes, medical supplies, graphu:
supphes. mamntenance eguipment, computer hardware, software and associated nems.
ponstruchion of {acites, service contracts antd mamntenance and janfonal supphes,

Northrop Grumiman Aerospace Syslems Sector will prowde assistance to SBs, 5DBs.
WOSBs, HBCUs/MIs, HUBZones, VOSBs, SOVOSBs and ANCs, in resolving paymen!
problerns, provide consultation to supphers expeaencing quably of debvery probiems
and as necessary. expand on foan of tnolng. test equpment. engmneenng assistance,
ele .

Historically Black Colleges and Universities and Minority institutions(HBCUs/Mls)

Northrop Grumman Aeraspace Systems Sector will make a best effornt 1o use. whenever
applicable or feasible. Histoncally Black Caolleges and Universiies and Minanty
Inshfutons  {HBCUsMAIs). This wil be accomphshed by considenng whether
comemplated subcontracts will nvolve research o studies ol ihe type nonmally
pedormed by higher education institutons. If there 1s an opportunity available tor tigher
aducational institutions, then every attemnpt will be made to utthze an HBCU/MI,

Nontiop Grumman Aegrospace Systems Seclor has donated, and wilt coniinue o
donate, surpius equipment and furruture to several HBCUs/MIs.

Donatons. grants, scholarships and other non-purchase order activity with HBCUs/MIs,
wilt e included i the remarks sechion of the eSRS repon
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SBIRISTTIR

The Departmen of Defense (DoD) SBIR and STTH programs fund a billion dollars sach
vear i early-stage H&D projects at small technology comparnies -+ projacis thal serve a
Dol need and have commercial apphcations The SBIR Program provides up to $1 1M
fur the concept and prolotype stages (Phase | & H) of the program. Fund s provided
dwectly 0 small technology compames (or mdiwdual enfrepreneurs who form a
company). The STTR Program prowdes up 1o $850,000 in early-stage R&D funding
twrechy to small companies working cooperabively with researchers at universdies and
other research mstiulions,

« Small companies retain the intetisciual propeny rights to technologies fhey
develop under these programs.

-  Funding s awarded compelidvely, bul the process 18 streamiined and user-
friendly.

« Learn more by going to Overview and other seclions. Also visit our Resource
Center at www dodstir net |

Mentor-Proleqe Program

Narfhrop Grumman Aergspace Sysiems SeClor s currently in a2 DOD Mentor-Protege
Agreement with a ceriied Small Disadvaniaged Business,

The Aerospace Systems Sector supports Mentor-Protege agreements  through
subeontracts. donations of surplus equipruent, traning and igechmcal assistance
Norhrop Grumman Aerospace Systems Sector has a detailed developmenial plan fur
each of ils protégaés. Addbonal proteges wil be considered where teasible ard

apphicable.
Ability One Program

Northrop Grumman Aerospace Syslems Secior wilb make s best elfort 10 uliive
compantes aftihated with the Abiity One Program  This will be accomplished by
considerng the type of actvity to be subconiracted and the potertial pool of suppliers
which are afliliated with the  Ability One Program. H# there 15 opporturity availlable in
thenr areas of axpertise, these comparies will be conswiered whenever apphicable or
feasihie

Burchuse order dollars will be included ¢ the Small Business goals, as apphcable.
Other non-purchase order work with Abifity One Program compames, which are nit
incluted 1n the goals. will be incluted in the remarks section of the SF 295 report

FLOWDOWN REQUIREMENTS

All subcontracts exceeding $10,000 contamn Northrop Grumman Terms and Canditions
Ihat How down the requirements for utirzation of SBs, SDBs, WOSBs, HBCUs/Mis.
HUBZones. VOSBs, SDVOSBs and ANCs. All subcontracts awarded over $850.000
iexcept i ihe case of construction of a public tacitity. where he base amoun! 8
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3$1.000.000), contan a clause requinng submssion {0 Northrop Grumman Aerospace
Systemns Sector. ol a Subcontraching Plan, o Certificate of Comphance or an Eviderce
of Participabon 1in the Comprehensive Subcontract Test Program.  For contracls
contamimng oplions, the cumulative value of the basic conlract and all oplions s
considered i determining whether a subcontrachng plan 1s necessary. i a plan
necessary, the Individual Subcontracting Plan will contain all the elements required by
FAR 18.704 (a) and will contain separate parts; one for the basic contract and one tor
each oplion. When a subcontracior submits a Subcontracting Plan, the subcontractor
will be requwed to adopt a Plan similar to the Plan agreed upon by the offeror in
accordance with FAR 52.219-9 (d} (9) A tle of Subcontracung Plans or Certficates ot
Compliance or olher documentation submutted (o Northrop Grumman Asrospace
Systems Sactor s mamtained n the Socio-Economic Business Programs Office as wall
as with the appropriate purchase order hie

SURVEYS AND REPORTS

Il 15 Northrop Grumman Aerospace Systems Sector's policy 1o cooperate wih the
Department af Dafense, the U.S. Smalt Business Admimstration and other govarnment
agencigs in responding o requests for intormaton regarding Norhrop Grumman
Arrospace Systems Sector fom SBs. SDBs. WOSBs, HBCuUsMIs. HUBZones,
VQSBs. SDVOSBs ang ANCs.

lrt geccorgance with apphicable government reguialions, Norihrop Grummain Aerospace
Systems Sector will conhinue 10 furmish reports and parhcipate m surveys and audits
requestaed by the U.S. Small Business Adminisiration and federal procurement agencies
i verty Northrop Grumman Aerospace Systems Sector comphance with current
government regulahions,

Compuler programs have been developed to accommodate the teporing requiremenis

uf the U.8 Small Business Admumistration and tederal procurement agencres 10 venly
Narthrop Grumman's comphance with current government regulations

All procurement managers receive a report un a monthly basis mdicaling ihe dolars
awarded to SB., SDB. WOSB, HBCUs/MIs HUBZone, VOSB. SDVOGRB and ANC

—ONCRIns

A monthly report provides a summary and delad ol the subcontracis with SBs. sDBs,
WOSBs, HBCUs/MIs, HUBZones, YOSBs, SDVOSBs and ANCs awards

Northrop Grumman Aerospace Syslems Seclor will cuntinue to furmsh eSRS (former
ISR/(lormerly SF294 and SSR/formerly SF295 tormy reports m accordance with
governmeni requirements. An Individual Subconirac Report (ISR} 18 prepared lor each
active contract comtainng an approved subcontracling plan, and 1s subnnited (o the
appropnate contracting agency, as well as the DCMA. A Summary Subcontracting
Report (SSR) 15 submitied 1o the Depanment of Defense. NASA, DCMA and oiher
apphcable agencies as required Respective Programs Offices also recewve Copres el
this irdorrmation
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Northrop Grumman Aerospace Systems Seclor will ensure that subconiractors agree o
submil eSAS (formerly SF 294 and 295 torms) n accordance with Federal Regulations

RECORDS

Records of twd opportuniies, award statisbes, and contract comphance will be
maintained . Northrop Grumman Aeraspace Systems Sectors, and Subcontrac
Management and Procurement files.

The Aergspace Syslems Sector purchase order ncludes documentation that ndicales.

a4 Whether the award went 1o 3 large «r 5B, SDB, WOSB, HBCU/MI, HUBZong,
vOS8E, SDVOEB or ANC
ti. Whether one or more SBs, SDBs. WOSBs, HBCUs/Mis, HUBZones, VOSHs,
SDVOSBs and ANCs were sohciled
The regason SBs, SDBs, WOSBs, HBCUsMis, HUBZones, VOSBs, SDVOSHs
and ANCs were not soliciled. if such was the case
i Ap explanation lor the ladure of a soboited SB. SDB, WOSB. HBCUMI.
HUBZone, vOS88, SDVOSB and ANC 10 recewve the award. d such was the
case.
All new supplers are requued 10 verdy ther Dusiness classificanon by completing
Monthrop Grumman Aerospace Systems Sector Suppler Capabiity Questionnaire
tForm PO-FOD3). Al active suppliers are requirad 1o veniy ther busmess classiication
by resubmithing Subcontractor Anrwal Comphance Cerhication {Form PO-FO06) every
vear  The suppher informalion s mamntained in an onling database.
The Scocin-Econormc Busingss Programs Office al the respective sites also mamilais
records o
a Contacts with 5B, SDB. WQOSB. HBCUsMls, HUBZone, VOSE, SDVOSE and
ANC wade associations and busmeass development associations
b Altendance at SB, 508, WOSE, HRCUs/MIs. HUBZone, VOSB, SDVOEB and
ANC business procurement oonferences. trade faws and other oulreach
aciviies
. Northrop Grumman Aerospace Systeins Seclor aernal achwiies such os
nernal workshops, seminars. tranmy programs, and suppiier maontanng

actwvities that are designed to guide and encourage buyers in the selectuan of
SBs. SDBs. WOSBs, HBCUsMIs, HUBZones, VOSBs, SDVOSBs and ANCs

o Indwvidual Subconiracting Plans and/or certificates are filed with the appropnate
subcontracting plan tite, and the records for these plans are mamtamed on a
contract-by-contract basis n the Socio-Economic Business Programs Oftice at

the vanous SHeS.

e Subicontracting Plans from all large busmnesses that are contractaed by Nartirogs
Grumman Aerospace Systems Sectos (or $650.000 or more
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Make-or-Buy

NGC-AS provides adequate and {smely consideration of the capabibties of smail
business concemns n all “make-or-buy” deasions. A review of the applicable till
of malenalfequipment kst for each project 1§ made dunng the development
phase of 3 contract. Proposal personnel ensure that adeqguate and lrnely
cansideration s given to small business concerns n alt “make-or-buy” decisions.
Procurement Manual, Make-or-Buy Progeam, aliows smalf business concerns an
opportunity lo participale on "must buy™ ems. which are those tems that have
been dentilied for procurement trom exiernal sources. Aller caniract award, all
program and funchional personnel aré evalualed agans! NGC-AS commitment
1o the procurement pohticy and specilic subcontracting plan o ensure
proporionate amounts of subcontracts are awarded to the small business
communtly

Misrepresentation [FAR §2.219-1 {d} (2}]:

Notice 15 provided 1o our subcontraclors i nur general lerms and condiions and
mtemal procedures concerning penathes and remedies for misrepreseniaton of
business status as small, small disadvantaged, women-owned small busmess,
RUBZone small and service-disabled veleran-owned smatl busmess concems hur
the purpose ol obtaming a subconiract to be included as part or all of a4 youl
cantamed in ihe subcontrackng plan

The general terms, condibons and internal procedures slale thatl misreprasentalion
of a firm's status to obtamn a contrad! shall be ) punished by wmposidon of a tine,
mpnsonment. of both (1) be subect 1o adrmunistrative remedies, including
suspension and debarment or () be mehgible for parbeipalon n programs
conducted under the authority of the act

Effective Period of the Master Subcontracting Plan

Trus Master Subcontracting Plan implements the provisions of Federal Acquissiion
Reguialion (FAR)} Subpart 18.7 and 52.219-9 as they apply to all categories of small
husiness. excepl goals. Indwvidual contract goals are addressed n the ndwidual
subcontracting plan. The approval signature on the cover page of 1hs document Dy
the divisional admimstrative contracting officer estabhshes that the master ptan has
been approved. NGC-AS ensures that the master plan s updated as necessary arui
will provide copies of the approved masler plan, ncluding evidence ol its approval as
required by the customer. Any goals and/or deviations from this master plan deemerd
necessary by the customer o satisly ihe requirements of this cortract will be
mdicated n the mdwidual subcontracting plan. This plan 1s 10 be used ULy
orgamzations wiin NGC-AS in performing contracts negotiated with the following
agencies durnng 1he penod 01 January 2013 through 31 January 208,

«Depariment of Commerce
14 Page C-25



Morthrop Grumman Asrospace Systems Sector
Advanced Programs and Technology
Battle Msnagemernt and Engagemant Systems
Strike and Surveilianco Systems
Space Systems

$SASTER SUBCONTRACTING PLAN

« Department of Defense

» Department of Energy

+« Senerat Services Adrministration

- National Aeronautics and Space Admmstration
» Other State & Federal Customers
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ATTACHMENT C.
SMALL BUSINESS PARTICIPATION STATEMENT

Northrop Grumman Systems Corporation, Aerospace Systems sector will continue to build
upon its long established tradition of working with small and minority development associations,
through its Outreach Program in order to develop a valid and dynamic source list. In addition to
participating in qualified small businesses procurement conferences, Socio-Economic Business
Program Office representatives and procurement personnel attend trade fairs and community
development programs for SBs, SDBs, WOSBs, HUBZones, VOSBs, SDVOSBs, and ANCs.

Emphasis is placed on subcontracting work to companies that represent underutilized
business categories (i.e., SB, SDB, WOSB, HUBZone, and SDVOSB). As a "best practice”,
NGSC AS sector will continue efforts and research to include all categories of Small Business
concerns and will continue to seek maximum practicable subcontracting opportunities for 5B,
SDB, WOSB, HUBZone, and SDVOSB small business concerns.

Tt should be noted that the Individual Subcontracting Plan, incorporates the most current
available Small Business categories, including Small, Small Disadvantaged, Women-Gwued,
HBCUs/MIs, BUBZone, Service-Disabled Veteran-Owred, Veteran-Owned, Native American,
Alaskan Native Corporations and Indian Tribes.

T C-27 B 1565441

Use or disclosure of data contained an this shaet is subject to the restriction on the title page of this proposal.
Northrop Grumman Private/Proprietary Level |
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NORTHROP GRUMMAN SYSTEMS CORPORATION (NGSC) PATENTS

- Ownership and '

Caorparation

fiber outputs

_ Assignes
Patent # tnventor Names Names. Filing Date Patent Title Licensing Rights
6,317,257 |Eric Lawrence Upton;  [Northrop Fited 04/20/00; |Technique for Polarization Locking NGSC; no Gov't
Michae! Gordon Grumman Issued 11/13/01 | Optical Outputs licensea
Wickham Systems
Corporation
6,678,294 |Hiroshi Komine: MNarthrop Fited 11/06/00, Distributed Feedback Laser NGSC; no Gov't
Stephen J. Brosnan; Grumman Issued 01/13/04 | Apparatus for Avoiding Stimulated licensee
Michael 5. Wickharn Systems Bruillouin Scattering
Corporation
7,584 628 [George Manchester Northrop Fited 06/29/06; | System for Delivering Coolanttc a NGSC; no Gov't
Harpole Grumiman Issued 09/08/09 | Laser System licensee
(Systems
Corporation
8,922,771 [Gregory D. Goodno; Northrop Filed 03/13/12; Multichannel polarization stabilizer NGSC; no Gov't
Mark E. Weber; Grumman Issued 12/30/14 licensee
Stanley Benjarnin Systems
Weiss, IV; Corporation
8,922,772 |Gregory D. Goodna; Northrop Fited 10/28M12;. |Multichannel polarization stakilization INGSC; no Gov't
Mark E. Weber; Grumman Issued 12/30/14  |employing synchronous phase- licensee
Stanley Benjamin Systems tocking methods
Weiss, IV, Corporation
8,493,650 |Joshua E. Rethenberg;, MNotthrop Fited 1/1711 2; Method and apparatus for NGSC, no Gov't
Peter A. Thielen; Grumman Issued 07/23/13 |suppression of four-wave mixing licensee
Systems using polarization control with a high
Corparation power polarization maintaining fiber
amplifier system
8,254,017 |Robert R. Rice; Michael |Northrop Filed 031203, | Oplical fiber amplifier and methods of |NGSC; ne Gov't
G. Wickham; Hiroshi Grumman Issued 08/28/12 |making the same licenses
Kamine, Peter Systems
Livingston; Peter Corparation
Thielen, Charles Phiflip
Asmar;
8,184,361 |Joshua Eltiott Northrop Filed 08/071089; Integrated spectral and ali-fiber NGSC, no Gov't
Rathenberg; Eric Chiu | Grumman Issued 05/22/12 |coherent beam combination licensee
Tat Cheung; Systems
Corporafion
8,830,566 |Joshua Elfiott Northrop Filed 04/3012; Mulfi-channe! fiber laser ampiifier NGSC; no Gov't
Rothenberg; Eric Chiu  |Grumman Issued 09/09/14 |combining apparatus including licensee
Tat Cheung; Systems integrated speciral beam combination
Corporation and a fapered fiber bundle having
muitipte fiber cuiputs
8,803,209 |Eric C. Cheung: Northrop Filed D6/26/08; | Spectral beam combining and NGSC; no Gov't
Stephen P. Palese; Grumrman Issuad 12/02/14  |wavelength muitiplexing with an licenses
Systems opticat redirecting element a beam
Corpaoratian redirscting element, and combining
the beamiets into & single output
bearn via a second spectrally
dispersive elemant
8922881 |JoshuaE. Rethenberg; |Northrop Filed D2/01/13; Fiber amplifier system including NGSC; no Gov't
Grumman tssued 12/30/14  [tapered fiber bundle and polarization  |licensee
Systems control
Corporation
7,486,852 |JoshuaE., Rothenberg; (Northrop 07/20/05; Issued |Apparatus and method for NGSC; no Gov't
Grumman 02/03/09 suppression of stimulated brillouin licensee
Systems scattering in an optical fiber
Corporation
7.436 588 |JoshuaE. Rothenberg; [Norhrop Filed 10/05/06; |Method and system for hybrid NGSC; no Gov't
Robert R. Rice; Grumman Issued 10/14/08 |coherent and incoherent diffractive licensee
Michael G. Wickham, |Systems beam cormbining
Corporation
8,488,235 iJoshua Etfiott Northrop Filed 04/30/12; Multi-channgl fiber laser amplifier MNGSC; no Gov't
Rothenberg; Grumman Issued 07/16/13 | combining apparatus including a licensee
Systems tapered fiper bundie having multiple




8,184 363 |Joshua Elliott MNerthrop Filed 8/7/09; All-fiber integrated high power NGSC; no Gov't
Rethenberg; Grumman Issued 05/22/12 | coherentbeam combination licensee
Systemns
Corporation
7,440,174 Robert Rex Rice: Northrop T |Filed 2/24108; Coherent fiber diffractive optical NGSC; no Gov't
Michael Gorden Grumman Issued 10/21/08 |element beam combiner licenses
Wickham; Joshua Elliott | Systems
Rothenberg; Corporation
7,346,085 | Jushua E. Rothenberg; [Northrop. Fited 10/05/086; Multi-stage method and systemfor NGSC; no Gov't
Rabert R. Rice; Michael |Grumman Issued D3/18/08 |coherent diffractive beam combining  |licensee
G. Wickham; Systems
Corporation
8,922,877 |G. D. Goodno, S. J. Northrop Filad 8/5/13; Polarization control with mode NGSC; no Gov't
McNaught, P. A Grumman Issued 12/30/14 |stability licensee
Thielen, J. E. Systems
Rothenberg, and M. P. |Corporation
Wacks
7,948,680 |G.D. Goodno MNorthrop Filed 12/12/07; Spectrai Beam Combination using MNGSC; no Gov't
Grumman lssued 5/24/11 Broad-bandwidth Lasers licensee
Systems
Corporation




Q-PEAK DATA PATENT

Ownership and Licensing

Patent# | Docket# | Inventor Names Names FHling Date . Patent Title Rights
5774489 Peter Moulion; Schwartz Filed Transversely Pumped | *Fhis patent is 100% owned
James Harrison; |Electro- 328198, Solid State Laser by Q-peak, Inc. { Q-paak,
Rabert J. Optics, Inc.  |Issued Inc. was a wholly owned sub
Martisen; 6/30/96 of Schwartz electro-Cptics.

{SEQ)). SEO is now defunct.
Q-peak and ALL assets was
acquired in 2001, and now a
wholly owned subsidiary of
Physical Sciences Inc. This
patent has not been
licensed to any person or
Organization.







NGSC DATA RIGHTS ASSERTION - NONCOMMERCIAL

The Offerov asserts for itself, or the persons identificd below, that the Govemment's rights to use,
release, or disclose the following technical data or computer software should he restricted:

NORTHRGP GRUMMAN SYSTEMS CORPORATION (NGSC)

S _ NONE OMMERGIAL - o
Aasw!nd Nama nf Pmson
Techmical Uala Computer Softwareioba |  Basig for Righis Asserting Frovicusly Delivered to
# Furnished with Restrictions Agsertion Category Featrictions the Buvernment
1 |Laser phasing approach. IR&QD Project Nos. [Developed Limited NG3C Daliveredtotha U.S. Army
Z003-05; 335110 Exciusivelyat  |Rights Spacs and Missile Defense
2002; 321915 Private Expense Command (SMOC) with
1598-2001,324708 Limited Rights under
contract W§113M-05-D-
0218
2 {Fiber Endeapplng and Exit Amaylens Daveloped {imkted NGSC No T
design. Excluslvelyat  [Rights
{R&D Project Naa. 2014 14022800 Private Expanse
3 IfMonorall high precision kinematic interfaca | Developed Limited NGSC No
design, including design crifeda, specification  [Exclusively at  [Rights
guidelings, models, drawings, and perlformance | Private Expense
data: IR&L Prolect Nos, 2008; 10335118
4 [Ring of Flre precision process for  |Developed Limited MGSC No
welding of fiber to laper endcap on  |Exclusivelyat  [Righls
kinematic caider, including description, Prvate Expense
specifications of aguipment and paits.
criteria for perdforming process, models,
drawings, layouls and data onm process
peatformance: IR&D profect Nos. 2012.
11473010
5 |Modular Speciral Beam Comblning Deslun  {Daveloped Limited NGSO No T
Concapt for 100 kW Fiber Laser, including | Exclusively at Rights
descriplion, irade study, dasign critetia, Private Expense
speciication guidslines, models, drawings,
resulting model data, and pedomance data:
WRE&D Project Nos. 2014 14D22801
& |Spectral Beam Combining Design Concept | Devaloped Lirnited NGSC No "
for 160 kW, inctuding description, layouts,  |Exclusively at Rights
trade study, degign criteria, specificatlon Private Expense
guidelines, models, drawings, resulting
model data, and performance data! IR&D
{Prajeet Nos. 2014 14D22801
7 |Pseudorandom bil sequence desin forfDeveloped Limiled NGSC Mo
increased SBS threshold in high power fiber| Exclusively at Rights
ampiifiess, Including description, algorithini Private Expense
devetlopmant, hardware definition  and
specifigation, design criteria, model, layouts,
resulting modsl data, and pesformance data
HR&D Projec! Nas. 2014 14022801
8 |Pdarizalion Control Designtfor High Power  |Developed Limited NGSC Ha
Fiber Amplifiers, Including description, Exchusively gt Rights
design criteria, hardware detinilion and Private Expanse
specification, models, resufling mode! data,
and performance data: [R&D Project Nos.
2014 14D22801
9 [150 kW Specleal Beam Cambiner Design  jBeveloped Limited NG5G Nn
with optics. mounds, thermal management.  fExclusively &t Rights
and laycut. IRED Project Mos. 2014 Private Expense
14D 22861 R .
10 | Specitication for 2 duat voltsge and currant | Developed Limited NGSC Mo
power supply scurce for a higher power Erclusivaly at Rights
fiber amplifier IR&D Projent Nos._ 2014 Privais Expense
(taB2280Y e ] - 4
11 [Gain switched single fraquency diode iaser Deuelaped Limited NGSC Na :
design. iIR&D Project Ma. 2008-474007 Exclusively at Rights ;
Private Expense

UNCLASSIFIED//FCUG/ /Critical Technology - Distributien F



12 | GAMMA Model Wavefront Conlrol System | Developed Limited NGEC Mo
design and al! pans making up that Exclusively at Rights
assambly, including description, design Private Expense
critenia, specilication guidelines, hardware
specification, algorithm development,
drawings, medels, resuliing modef dala,
and performance data, IRAD Project No.,
2008-20%4; 474007
13 [ W avelront Control Seftware GAMMA1.60. [Developed Resbicted  |NGSC No T
IRAE Project No, 2008-2011; 474007, Mot [Exclusively st Rights
previously deliverad tn the Government, Privale Exgrensa
14 {Waveform Generalor Dasign - Part Number |Developed Limited NGSC Delivered to the SMDGC with
D460347. IR&D Prolact No. 2008-20 11, Exchrsively ot Righls Limited Rights under
474007, Privale Expense contract W11 3M-05-D-
Lrais
15 {Broadband Modilator Driver Design - Pant  [Developed Limited NGSC Ddiveradto the SMDC with
MNumber F452550, HRAD Project No. 2008+  |Exclusively at Rights Limited Rights undsr
2011; 474007, Private Expense contract Wi {13M-05-0-
0216,
16 {Maritime Laser Demonsttalor — Conceplual |Developed Limnitect NGESC No
Design Modet (ColXM) jilier modal axclusively at Rights
development, including description, private gxpense
algonthm development, design ceiterta, and
resulting modet data; [R&D Project No.
12009-650000.
17 {Background Information Relaling to Fiber  [Developed |Limited NGBC Mo
Front Epd —~ Technique for polarization axclugively at - |Rights
tocking oplical outputs retating to but not privats axpense
deseripedin U.S, Patent Mumber
6,317,257,
IR Project Nos.
2004-08: 474008
2001-02: 474001
2001-05: 325113
18 |Background Information Relating to Fiber | Developed Limited MGSC Ddivered to the SMDC wih
From End - distributed feedback laser exciusively at Rights Limited Rights under
apparatus for avolding stimulated Brillovin | private expense contract W91 13M-05-0-
seattering relating to but not described in 0215
4.5 Patent Number 6,678,204 1R&D
Project Nos. 2004-05: 474008
2001-D2: 474001
2001-05: 325113,
19 {Engagement managernant soltware, IR&D | Developed Restricted NGSC Ne
Prgject Nos. 2009; 515847, exciusively at Rights
privaie expensa
20 | Active Image Processing Sditware; Devetoped Reatricted NGSC No
Acquisition Tracking Centrat Algorithms; exalusively at Righls
Fast Stesdng Mirror Controt Soitware. IRAD | private sxpense
Project Mo. 850000.
21 {High Power Track Hluminalor Lager (HP Developed Limited NGSC Mo
TiLL). madification (o the Kinelo-Tracking | exclusively at Rights
Mount (KT, and High Power Optical private axpense
Coalings designs, inciuding descriptians,
drawings, hardware definifion and
specifications, specificalion guidance,
mogdels, resulting mode! dala, layols,
assembly instrugtions, and perfarmance
data,. IR&D Projent Na. 650000, .
22 |Background informtation celating to the Devaloped Limited NGSC No
System for delivering coolant to alaser exclusively al Rights
system relating (o bk na described in L. S. [private expense
Patent Number 7,554,628, R _
Date: 18 September 2015

printed Name and Title: Robyn Bockrath, Manager, MAS Direcied Energy Contracts
rthrop Grumman Aerospace

Signature:

UNC@A#SIFiED//FOUO//CriticaI Technalogy — Distribution F



The Offeror assets for itself, or the persons identified below, that the
Government's rights to use, release, or disclose the following technical data of
computer software should be restricted:

Technical Dataor

" Computer Software " NameofPerson
" tobe Fumished - Basis for : Asserted Rights' .'A'ss'crti”ng |
With Restrictions®  Assertion**  Category*®* Restrictions™***
| ("L',’I"'S"I‘)**'*".**“ . (LIST) = (LiST) . ; _(_LIST) S
High power/high energy - Mixed funding | Government . Q-peak, Inc.
‘ORO Design : © purpose righfs

JIR&D 2001 :

"Eyés'afe' Shortwave Mixed funéiﬁ.g . Govemment Q»péak, e,
Infrared Source using © purpose rights

ring optical parametric

‘oscillators

1R&D 1995,2006

‘High p.t'-)u_u'é'r, tunable S5 - 'Mixed_'ﬁjn-ding” - G.o.vei.'n.l.ﬁetit Q-j.ie..ak, Inc.
‘blue laser using ring '- _ purpose rights

:optical parametric :

.oscillators

IR&D 2006-2009

#For technical data (other than computer software documentation} pertaining to
items, components, or processes developed at private expense, identify both the
deliverable technical data and each such item, component, or process. For
computer software or computer software documeniation identify the software or
documentation,

**+(3enerally, development at private expense, either exclusively or partially, is the
only basis for asserting restrictions, For technical data, other than computer
software documentation, development refers to development of the ifem,
coniponent, ot process to which the data pertain. The Government's rights in
computer software documentation generally may not be restricted. For computer
software, development refers to the software. Indicate whether development was
accomplished exclusively or partially at privaie expense. If development was not
accomplished at private expense, or for computer software documentation, enter
the specific basis for asserting restrictions.



# 2 Enter asserted rights category (e.g.. government purpose license rights from a
prior contraet, rights in SBIR data generated under another contract, Yimited,
restricted, or government purpose rights under this or a prior coniract, or specially
negotiated licenses).

&%+ Covporation, individual, or other person, as appropriate,

#ra5%Enter “none” when all data or software will be submitied without
restrictions.

Date T SEpr0/9
|
Printed Name and Title B. David (reen. President

Signature

(End of identification and assertion)

(e} An offeror's failure to submit, complete, or sign the notification and identification
required by paragraph {(d} of this provision with its ofler may render the offer ineligible
for award.

(f) I the Offeror is awarded a contract, the assertions identified in paragraph (d) of this
provision shali be listed in an attachment to that contract. Upon request by the
Contracting Officer, the Offeror shall provide sufficient information to enable the
Contracting Officer to evaluate any listed assertion.

{End of provision}



The Oflcror asserts {or jiself, or the persons identified below, that the
Governiment's rights to use, release, or disclose the following technical data or
computer software should be restricted:

- Technieal Data or - ' Pata Previously
Com puter Seftware ' Name of Person Belivered
to be Furnished Basis for  Asserted Rights  Asserting to the
WithRestrictions®  Assertion®* Category™*  Restrictions****  Government
(LIST)#x#=% (LIST) | (LIST) + (LIST) (LIST) _
Pre-Amplifier  Developed [imited Rights  Nufem Delivered to
Design Exclusivelyat : Detfense Prime

- Contractor with

IR&D Project No. ' Limited Rights

19411/10 (2008~ : : under JHPSSL
20195) '_ Contract#

WoliIM-03-C-
0216. Delivered
to Defense Prime
Contractor with
Limited Rights
under RELY
Contract
#W9T13M-10-C-
002. Delivered to
MIT-LL under
~ limited rights
under Bxcatibur
Program
8000003684

Multi-Made ~ Developed Limited Rights  Nufern Delivered to MIT-
. Combiner DESigll _ Exclusive}y at ' LL under limited
Private Expense rights under

Private Expense -

[R&D Project Mo, : Excalibur
- 14608/10 (2010- ' - Program
| 2014) o : 8000003684
-LMA Fiber Design Developed - Government  Nufern Delivered to
'. - Patigllyat - Purpose Rights Defense Prime
- IR&D Project No  Private Expense __ _ Contractor with
| ]78062%? 5()2010' o i _' o Govennr{enl
Purpose Rights
under JHPSSL

Contract #



Wo113M-05-C-
0216. Delivered
to Defense Prime
Contractor with
Government
Purpose Rights
under RIELL
Contract
#WI113IM-10-C-
002, Delivered to
MIT-LL under
government
purpose rights
under Excalibur
Program
8000003684,
Delivered to
Defense Prime
Conlractor with
Governmeni
Purpose Rights
under APPL
countract
#EAB650-05-C-
7211

Nufern Pelivered to M11'-
LL with
Governmelil
purpose rights
: under Excalibur
IR&D Project No, : Program
19355/10 (201 0- : 8000003684,
2015)
Cladding Stripper
Design - Exclusively at
. Private Expense

.Remoté'ﬁigh Power Developed = Government
Engine Design ~ Partiallyal . Purpose Rights
- Private Expense .

Developsd . Limited Rights Nufern Delivered to
Defense Prime

- Contractor with
Restricted Rights
: : _ _ under JHPSSL
- IR&D Project No, _ Contract
19355/10 (2010~ #WII3IM-05-C-
2015) : ' 0216. Delivered .



to Defense Prime
Contractor with
Restricted Rights
under RELI
Contract
#W9113M-10-C-
002, Delivered to
MIT-L1, with
Restricted righls
under Excalibur
Program
8000B0G03684.

, Delivered to
Detense Prime
Contractor with

Restricted Rights
under APPL,
coniract
#FA8650-05-C-
7211

#For technical data (other than computer software documentation) pettaining to
fiems, components, or processes developed at private expense, identify both the
deliverable technical dala and each such item, component, or process. For
computer soflware or computer sofiwarc documentation identify the sofiware or
documentation.

#*(enerally, development at private expense, either exclusively or partially, is the
only basis for asserting restrictions. For technical data, other thar compuler
software documentation, development refers to development of the ttem,
component, or process to which the dala pedain, The Government's rights in
computer software documentation generally may not be restricted. For computer
software, development refers Lo the software. Indicate whether development was
accomplished exclusively or partially at private expense. I clcvelopmm.n was not
accom plished at private expense, or for computer soflware documentation, enter
the specific basis for asserting restriciions.

«**Enter asserted rights category {e.g., government purpose license rights from a
prior contract, rights in SBIR date generated under another contract, Iimited,
restricted, or government purpose rights under this or a prior contract, or specially
negotiated licenses).

¢+ Corporation, individual, or other person, as appropriate.

w*#kEBEnter “none” when all data or software will be submitted without
resrictions.



Date September 17, 2015
Printed Name and Title

Signature
(Fnd of identification and assertian)

{e) An offeror’s failure to submit, complefe, or sign the notification and identification
required by paragraph () of this provision with its offer may render the offer incligible
for award.

() If the Offerot is awarded a coniract, the assertions identified in paragraph (d) of this
provision shall be listed in an attachment to that contracl. Upon request by the
Contracting Officer, the Offeror shall provide sufficient information to enable the
Contracting Officer to evaluate any lisied assertion.

(End of provision)



The Offeror assexts for itself, or the persons identified below, that the
Government's rights to use, release, or disclose the following technical data or
computer software should be restricted:

.Téchniéal Da.ta. of

- Computer Software . NameofPerson
. tobeFumished °  Basisfor Asserted Rights © Asserting __
_ Wzth Rastrlcnons* o Assemnn** Categm y*ex Restrictiong®
STy @Sy (UsD - @WSD
Wavefront sensing and  Developed by AOA Restricted Rights ~ Adaplive Optics
image processing Xinetics exclusively Associates, Inc.

‘software, Adaptive Qptics at private expense
Bystem {"AO8") BASE
fibraries.

IRAD Project Nos. RD04- .
803, 7520-B08, 810, 814-
816, 819, 821, 823-825.

‘Previously deliverad with
Testricted rights to the
‘Government with

JHPSSL-3 Contract

Wo113M-06-C-0218

:hardware

Adaptive Optlcs System Developed by AOA ‘Restricted Rights ‘Adaptive Optics
Model Xinetics exclusively Associates, inc.

: al private expense
HRAD Project Nos. ' "
RD04-B0Z, 804, 7250-

‘802, 820, 822.

‘Mot previously delivered

'with restricted rights to

the Government. _
‘Wavefront sensing Developed by AQOA  Restricted Rights ‘Adaptive Optics
technigques Xinetics exclusively -Asscciates, Inc.

’ at private expense '

IR&D Project Nos. :
‘RD04-803, 7520-806,
:810,814-818, 818,
821,823-825.

Previously delivered with
restricted rights o the
‘Government with
UHPSSL-3 Contract
Wa113M-058-C-0216
hardware,



Wavefront sensing o ':“D'eveloped by AOA Restricted Rights .Adébti\}é 'Op'tik':s S

algorithms

1R&D Praoject Nos.

Xinetics exclusively Assaciates, Inc.
at private expense

RD04-803, 7520-806,
810,814-816, 819,

821,823-825.

Previcusly delivered with :
resiricted rights to the
‘Government with
JHPE3L-3 Contract
‘W9113M-05.C-0216

hardware.

Motal reconstruction and Developed by AOA  Restrictsd Rights  -Adaptive Opfics

contral laop algorithms  “Xinefics exclusively

IR&D Project Nos.

Associates, inc.
at private expense

‘RD04-801-804, 7520-
‘801-802, 804, 806, 80D-
811, 814-816, £19-825.

Previpusly delivered with
‘restricted rights tothe
Govemnment with
JHPSSL-3 Contract
‘Wo113M-05-C-02186

hardware.

*For technical data (other than computer software documentation) pertaining to
items, components, or processes developed at private expense, identify both the
deliverable technical data and each such item, component, or process, For
computer software or computer sofiware documentation identify the software or
documentation.

**(3enerally, development at private expense, either exclusively or partially, s the
only basis for asserting restrictions. For technical data, other than computer
software documentation, development refers to development of the itern,
component, of process to which the data pertain. The Government's rights in
computer software documentation generally may not be restricted. For computer
software, development refess to the software. Indicate whether development was
accomplished exclusively or partially at private expense. If development was not
accomplished at private expense, or for computer software documentation, enter
the specific basis for asserting resirictions.

s+xFnter asserted rights category (e.g., government purpose license rights from a
prior contract, righis in SBIR data generated under another contract, limited,
restricted, or govemnment purpose rights under this or a prior contract, or specially
negoilated licenses).



¥¥exCorporation, individual, or other person, as appropriate.

*¥3dkPnter “none’”’ when all data or software will be submitted without

restrictions.
Date 17 September 2015
Printed Name and Title Richard Kline / Manager, Contracts

Signature

(End of identification and assertion)

(e} An offeror's failure to submit, complete, or sign the notification and identification
required by paragraph (d) of this provision with its offer may render the offer ineligible
for award.

{P) If the Offeror is awarded a contract, the assertions identified in paragraph (d) of this
pravision shall be listed in an attachment to that contract. Upon requesst by the
Contracting Officer, the Offeror shall provide sufficient information 1o enable the
Contracting Officer to evaluate any listed assertion.

(End of provision)



NGAS STM297.RFP.SCP.15-8, L-3 Brashear DWY-15-050

252,227-7017 ldentification and Assertion of Restrictions on the Goverament’s Use, Release, or Disclosore of
Techuical DPata or Computer Software

The Offeror asserts for itself, or the persons identified below, that the Government's rights to use, release, or disclose the
following technical data or compuer software should be restricted:

_ Tethnical Dataor L
Computer Software. . e o0 n ‘Name.ofPerson
. tobeFumishedwith . =~ . T ‘Asserted Rights . - . Asserting Restrictions |
~ Design and Analysis for  © Developed Exclusively at Private Limited Rights ' L-3 Brashear
Unobscured Beam j Expense, :
Expander IRAD program R3902, conducted
‘ 2009 - 2010
; Date of first USG use: 2014
" Optical Processes and - Dreveloped Exclusively at Private - Limited Rights : L-3 Brashear
Methads - Expense, IRAD program R1102
“conducted in 2011, among others,
. Date of first USG use: pre-199¢
Bonding Procedures  * Developed Exclusively al Private Limited Righis : L-3 Brashear
; Expense, IRAD program R0402
: conducied in 2004 plus numerous
. standard process and procedure
documents, Date of first USG use: -
) ' pre-1990 _
Internal Assembly and  * Developed Exclusively at Private Limited Rights L-3 Brashear

‘Manufacturing Procedures *  Expense, numerous standard
: -process and procedure documents,
- Date of first USG nse: pre-1990

_Gimﬁéf and Focus Control ﬁevéldpcﬂ'ﬁxcl'uéi{fély at Private Restricted Riéhts L-3 Brashear
~ Dynamic Filter Software - Expense, developed under Stock
Source Code Joby T915 supported two USG and

“one foreign commercial sale. Dale -
of first USG use: 1999

Executable ('Com;ﬁil'cd) - .Dévélopéd Pastially at Privale  Government Pnrpcsc  L-3 Brashear
"Gimbal aud Focus Control  Expense, multiple IRAD programs - Rights
Soltware ~ included R304 conducted 2003,

Date of first USG use: 1999

Date 23 September 20[5

Printed Mame and Title Dave Yodens
Contract/Subcontract Manager

Signature

(End of identification and assertion}



The Offeror asserts for itself, or the persons identified below, that the
Government's rights to use, refease, or disclose the following technical data or
computer software should be restricted:

‘Technical Dataor

Computcr Software . . Name of Person :
to be Fumished : Basis for - Asserted Ri ghts' _ Assertmg ' _
With Restrictions® ~ Assertion** Catcgmy*** ' REStFlCIIOHS****. :
(LIST)*wws (LIST) - (LIST) - (LIST) o
Executable files for  The Tracking
computer software ‘Algotithms embeddcd
implementing tracking in the files were

algorithms for performing  developed exclusively Restricted Rights

[image based object ‘at Private Expense
tracking {coarse tracking) )
and image based aim point  “The executable files SBIR Data Rights

‘Lawrence B, Wolff
‘Equinox Corpoaration

maintenance (fine tracking). and sofiware were

derived from SBIR
‘contract No. N00024-
06-C-4118, Expiring

-Apri] 30, 2021
Excculable files for The executable files
'compumr goftware and software were :
implementing 10 for object -derived from SBIR SRR data Hghts ‘Lawrence B. Wolff
targel tracking and/or aim  contracl No. NO0024- :Equinox Corporation
point maintenanee 06-C-4118, Expiring .

respective to camera image April 30, 2021
(data, display and user

Faterface

*For technical data (other than cormputer software documentation) pertaining to
items, components, ot processes developed at private expense, identify both the
deliverable technical data and each such item, component, or process. For
computer software or computer software documentation identify the software or
documentation.

**CGenerally, development at private expense, either exclusively or partially, is the
only basis for asserting restrictions. For technical data, other than computer
software documentation, development refers to development of the item,
component, or process to which the data pertain. The Government's rights in
computer software documentation generally may not be restricted. For computer
software, development refers to the software. Indicate whether development was
accomplished exclusively or partially at private expense. If development was not



accomplished at private expense, or for computer software documentation, enter
the specific basis for asserting restrictions.

**=¥Enter asserted rights category (e.g., government purpose license rights from a
prior contract, rights in SBIR data generated under another contract, limited,
restricted, or government purpose rights under this or a prior contract, or specially
negotiated hicenses).

*##*¥Corporation, individual, or other person, as appropriate.

Fexr*Enter “none” when all data or software will be submiited without
restrictions.

Date September 22, 2015
Printed Name and Title Lawrence B. Wolff
President

Signature

(End of identification and assertion}

() An offeror's faiture to submit, complete, or sign the notification and identi fication
required by patagraph (d) of this provision with its offer may render the offer ineligible
for award,

(D) If the Offeror is awarded a contract, the assertions identified in paragraph (d) of this
provision shall be listed in an attachment (o that contract. Upon request by the
Contracting Officer, the Offeror shall provide sufficient information to enable the
Contracting Officer to evaluate any listed assertion.

(End of provision)



DEPARTMENT OF DEFENSE

1o all security aspects of this effort.}

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
{The requiremsnts of tha BoD ndusirial Securily Manal spply

1. CLEARANCE AND SAFEGUARDING [SER-004-15

a. FACILITY CLUEARANCE REQUIRED
SECRET

b, LEVEL OF SAFEGUARDING REQUIRED
SECRET

2. THIS SPECIFICATION (S FOR: (X and complete as appfoabls) 3. THIS SPECIFICATION 18 (X and compiefe a5 appicabls)
#. PRIME CONTRACT HUMBER DATE (YYYYMMOLY
b ¢ NOOO 14-16-C-1008 X |a oriciaL Complate date in aff cases) 20151014

b. SUBCONTRACT NUMBER b. REVISED REVISION NG. DATE {YYYYMMOD)
(Supersedas alf
_ pravious spacs)

. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) DATE {YYYYMIMDD)

BAAI5-0005 ¢ FINAL (Complete llem 5 in alf cases)

4, 15 THIS A FOLLOW-ON CONTRACT?
Classified material received ot generaled under

| YES

* b4 lh[o. # Yes, complete the foliowing:

{Praceding Contract Number] is fransferred to this follow-on conjracl.

5. I5 THIS A FINAL DO FORS 2547
In response to the contractor's raguest dated

| | YES

I x I NG. If Yes, complete the following:
. retention of the classifind material is authorized for the peried of

& CONTRAGTOR (inclece Commercial and Government Entity (CAGE) Gade)

-

a MAME. ADDRESS, AND ZIP CODE b. CAGE CODE { c. COGRIZANT SECURITY OFFICE (Namea, Address, and Zip Code)
NORTHROP GRUMMAN SYSTEMS CORP. 11982 DEFENSE SECURLTY SERVICE (ICFWL}

ONE SPACE PARK 3452 E. FOOTHILL BLVD. SUITE 60G

REDONDO BEACH, CA 90278 PASADENA, CA 91107

7. SUBCONTRAGTOR

2. NAME ADDRESS, AND ZiP CODE b CAGE CODE |c. COGNIZANT SECURITY OFFICE {Name, Addrass, sad Zip Cods)
8, AGTUAL PERFORMANCE

a, LOCATION b. $AGE CODE | o COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

9, GENERAL IDENTIFICATION OF THIS PROCUREMENT

Solid Seate, High Power Laser Weapon Sysiem Demonsiraior {LWSD) Design, Development and Demonsteation for Surface Navy, USN

40, CONTRACTOR WILL REOUIRE ACCESS TO: vES| NG |41, IN PERFORMING THIS CONTRACT, THE CONTHRACTOR WILL: YES| NG
> GOMMUNIGATIONS SECURITY (COMSEC) INFORRATION X E AR T 1y Bt A o T AT AT ANOTHER X
b RESTRICTED DATA > I b RECEIVE CLASSIFED DOCUMENTS ONLY X
£ CRITICAL NUCLEAR WEAPON DESIGN INFORMATION | ¢ RECENE AND GENERATE CLASSIFIED MATERIAL »

4 FORMEHLY RESTRICTED DATA 3| ¢ FABRIGATE. MODIFY, OR STORE CLASSIFIED HARDWARE )4

& INTELLIGENCE INFORMATION g x
(1) Senstiva Gompartmented knf 1SGY) X X
{2} Nor-SC X EATER (D HE X

f  SPECIAL ACCESS INFORMATION ¥ | h REQUIRE A COMSEC AGCOUNT pTe

9, NATO INFORMATION S F L HAVE TEMPEST REQUIREMENTS x

h FQREIGN GOVERNMENT INFORMATION S| 1 HAVE GPERATIONS SECURITY (OPSEC) REQUIREMENTS X

| LIMITED DISSEMIMATION INFORMATION 3} & BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X

| FOR GEFIGIAL USE ONLY INFORMATION > ) OTHER (Sgecify)

k. OTHER fSpecifyi 3 1 11.g Submit request to official listed in 182

DD FORM 254, DEC 1999

PREVIOUS EDITION IS QBSOLETE.

Adate Profassanal 7




12. PUBLIC RELEASE. Anyinformalion {classified or unclassiffied) pertaining to this contract shall not be released tor pubtic dissemination except as provided
by the Industial Security Manual or uniess il has been approved for public refaase by appropriate U.5. Government authority. Proposed public releases shalt

ba submitied for approval prior to releass Direct I:l Through (Specify)
Qffice of Naval Research, Peter A. Morrison, Code 35, One Liberty Center, 875 North Randoiph Street. Ariington VA 22203-1995

to the Direclorate for Fraedom of Informabion and Securily Review, Office of the Assistant Secretary of Defense (Public Affairs)™ for review
“In the casa of non-DoD User Agencies, requesls for disciosure shall be aubmitted io that agency.

13. SECURITY GUIDANCE. The secunty classification guitance needad for this classified effort is identified below. i any difficulty is encountered in applying this
guidance or if any otier contrisuting factor ingicates a nead for changes in this guidance, the contracior is autherized and encouraged {o ptovide recommendsd
changes; to challenge the guidance or the classificalion assigned o any Information or matena! fumished or generated under this contract; and to subimit any
questians for interpretation of this guidance to the officiat identified befow. Pencding final decision, the information involvied shall be handled and pratected at the
highest tevel of classification assigned or recommendsd. (Fill in as apgropriale for the classified efforl. Altach, or forward undsr separate comespondence, any
documenisiguides/extracts referenced herain. Add edditional pages as nesded {o provide complete quidance.)

Information Generated under this contract shall be elassified in accordance with:

-OPNAVINST 5513.8 SCG 1D# 08-003.01 Unclassified ECM/BCCM, General 2/15/1989

~-OPNAVINST 5513.8 SCG ID# 08-007.03 Unclassified Laser Weapon Systems and Technolagy 4/9/2013

-OPNAVINST 5513.8 SCG IDi 08-054.0]1 Unclassified Electromagnetic Environmental Effects (E-3) Program 4/6/2011 (Admin
Update 3/29/2013)

-OPNAVINST 5513.8 SCG IDit 08-066.02 Unclassified Combat Optical Countermeasure Systems (COCMS) 6/18/2010
SOPNAVINST 5513.8 8CG ID# 08-079.04 Unclassified AN/SPQ-9B Anti-Ship Missile Defense (ASMD) Radar Set 3/4/2011
-OPNAVINST 5513.8 SCG ID# 08-086.1 Unclassified Aijrcraft Infrared Measurements 11/25/20069

-OPNAVINST 5313.8 SCG ID# 08-0691.01 Unelassified AN/AAR-59 Joint and Allied Threat Awareness System 08/20/2012
-OPNAVINST 5513.8 SCG ID# 08-092.01 Unciassified Free Electron Laser Innevative Navy Prototype 2/15/2012
-OPNAVINST 5513.8 SCG ID# 08-093.01 Unclassified Maritime Laser Demonstration Program 2/15/2012

-OPNAVINST 5513.8 SCG ID# 08-110 Unclassified High Energy Fiber Laser Furter Naval Capability Product {HEFL FNC)
11/25/2013

-OPNAVINST 5513.8 SCG 1D# 08-115 Unclassified AN/SEQ-3 (XN-1) Laser Weapon system 4/25/2014

Additionally all classified material derived from other classified sources will perpetuate the highest classification and any special
caveats pettaining thereto.

SEE CONTINUATION PAGE

14, ADDITIONAL SEGURITY REQUIREMENTS. Requirements. in addiion to I1SM requirements, are established for this contract. X | Yes | | No
{if Yes, identily the pertinent contraciual clauses in the conkract decument itself, or provide an appropriale statement which identifies the addiiona
requirements. Provide a capy of the reginrements (o the cognizant security office. Use ltem 13 if addifanal space is needed.)

The contractor shall conform to NAVCENT OPSEC requirements for precessing data of the USS PONCE deployment of laser weapon, or using
SSL-QRC program information. TEMPEST countermeasurcs shall be used in weapon console and for processing performance data, COMSEC
support for cryptographic products related to STU/STE comm keys required to safeguard of classified technical and programmatic information,

15. INSPECTIONS. Elements of this contract are autside the inspection zesponsibility of the cognizant security office I | Yes | ¥ ' No
{if Yes, explain and identify spacic areas or elaments carved oul and the aclivity responsibie lor inspections, Use ltem 13 if additional space s needed )

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All guestions shall be referred to the officiat named betow.

2. TYPED NAME OF CER1IFYING OFFICIAL b. YITLE ¢ TELEPHONE {lnciude Ares Code)
Torri Powell  (torri.poweli@navy.mil) Contracting Officer for Security Matters (703) 696-8177

d. ADDRESS {Inciude Zip Cade) 17. REQUIRED DISTRIBUTION

Qffice of Naval Research K | a CONTRACTOR

One Liberty Center, 875 W, Randolph Street b SUBCONTRAGTOR

© COONIZANT SECURITY OFFICE FOR PRIME AND SUBCOHTRACTOR

¢ U S ACTWITY REEPONSIBLE FOR OVERSEAS SECURITY ADMIMISTRATION
)

f

Axlington, VA 22203-1995

ADMIBISTRATIVE CONTRAGTING QFFIZER
. DTHERS AS RECESSARY ONR 33, 43,25

X% X




13. SECURITY GUIDANCE. (CONTINUED} NB§014-156-C-1005

additional Performance Locations:

Naval Surface Warfare Centelr
Dahlgren Division

Attm: Stuart sShoppell, Code Ell
6146 Tisdale Road, Suite 237
Dahlgren, VA 22448

Naval air Warfare Center

Weapons Division

Attn: Roxanne Diaz, Code J17000E
575 T Ave., Suite 1

Point Mugu, CA 93042

Naval Surface Warfare Center¥
Port Hueneme Division

4363 Missile Way

Port Hueneme, CA 93043

Northrop Grumman Systems Corporation (NGES)
21240 Burbank Blvd.

Woodland Hills, CA 51367

CAGE Code: 06481

Northrop Grumman Systems Corporation
One Space Park

Redondo Beach, CA 920278

CAGE Code: 11982

- 10.a& & 11.h: Contractor 1is authorized the use of COMSEC equipment;
access to classified COMSEC information regquires a final U.S.
Government clearance at the appropriate level.

_ Ttem 10.e {2): Access to Non-5CI information reguires a need-to-know
and a final U.S. Government clearance commensurate with the level of
this contract. Prime contractor shall submit a written reguest to
release Intelligence Information to the official listed in Item 16.a

- Item 10.3: For Official Use Only (FOUO) distributed during the task
only identifies unclassified DoD information that is exempt from
public disclosure. It must not be given general circulation without
receiving public release authority from the Sponsor. FOUO is not a
classification marking and shall be safeguarded as specified in
Enclosure 3 to DoD 5200.01 Manual, Volume 4.

- 11.¢: Only IS's approved by DSS shall be used to generate classified
information.

" DD FORM 254, DEC 1999 " PREVIOUS EDITION IS OBSOLETE



1. Document preparation and distribution shall be only as prescyribed
by the Program Officer

2. Forward copiesg of any subcontractor DD254's issued incident to this
contract to the official shown in item 16.a below.

3. The attached Intelligence Information and FOUC Information Sheets
are hereby made a part of this DD 254.

4, To obtain document/information, send requests to the official shown
in Ttem 16.a below.

Office of Naval Resgearch,

Attn: Peter Morrison, 88L Program Officer ONR 35
QLC, 875 N. Randolph St., Arlington, VA 22203
E-mail: peter.a.morrison@navy.mil



ATTACHMENT TO DD FORM 254 CONTRACT: NO0D14-16-C-1009

"ROR OFFICIAL USE ONLY" (FOUQ) INFORMATION SHEETY

1. General

a. The "For Official Use Only” (FOUO) marking is assigned to information at the time of its creation by a
Dol Agency. 1 is not authorized as a substitute for a security classification marking but is used on official
government information that may be withheld from the public under exemptions 2 through 9 of the Freedom of
information Act,

b. Use of the FOUO marking does not mean that the information cannot be released to the public, only that it
must be reviewed by the Government prior to its release to determine whether a significant and legitimate
government purpose is served by withbelding the infermation or pattions of it

2. ldentification Markings

a. An unclassified document contzining FOUQ information will be marked "For Official Use Only" at the
botiom of the front cover (if any), on the first page, on each page containing FOUOQ information, on the back page,
and on the outside of the back cover {ifany). No portion markings will be shown,

b. Within a classified document, an individual page that contains both FOUQ and classified information will
fie marked at the top and botiom with the highest security classification of information appearing on the page. 1an
individuaf portion contains FOUOQ information but no classified information, the portion will be marked "FOUO."

c. Any “For Official Use Ounly" information refeased to a contracter by a DoD> Agency is required 1o be
marked with the following statement prior to transfer:

This document contains information EXEMPT FROM MANDATORY DISCLOSURE under the
FOIA, Excption(s) apply.

d. Removal of the "For Official Use Only” marking can only be accomptished by the originator or other
competent authority. When the “For Official Use Only" status is terminated, ali known holders will be notified to the
extent practical.

3. Dissemination. Contractors may disseminate "For Official Use Only” information to their employses and
subcontractors who have a need for the information in cennection with a classified contract.

4, Storage. During working houts, "For Official Use Onfy" infonnation shall be placed in an out-of-sight
location if the work area is accessible to persons who do not have a need for the information. During nonworking
hours, the information shal] be stored to preclude unauthatized access. Filing such material with other unclassified
records in unlocked files or desks is adequate when internal building security is provided during nonworking hours.
When such internal security control is not exercised, locked buildings or rooms wili provide adequate after-hours
protection or the materiat can be stared in locked receptacies such as file cabinets, desks, or beokeases.

5. Trapsmissipn. "For Official Use On Iy" information may be sent via first-class mail or parcel post. Bulky
shipments may be sent by fourth-class mail.

6. Disposition. When no longer needed, FOUO information may be disposed of by tearing each copy into
pieces ta preclude reconstructing, and placing it in a regular trash container or as directed by the Dol> Agency.

7. Unauthorized Disclosure. Unauthorized disclosure of "For Official Use Only" information does not
constitute a security violation but the releasing agency should be informed of any unauthorized disclosure. The
unautharized disclosure of FOUQ information protected by the Privacy Act may vesult in criminal sanctions.




ATTACHMENT TO D FOQRM 254 CONTRACT: N0OQ14-16-C-1009

INTELLIGENCE INFORMATION SHEET

1. The material does not become the property of the contractor and may be withdrawn at any
time. Upon expiration of the contract, all intelligence released and any material using data from
the intelligence will be returned to the releasing contracting command or activity [Chief of Naval
Research (ONR 43)] for {inal disposition unless retention is authorized. The contracting
command or activity [Chief of Naval Research (ONR 43)] will provide a copy of the retention
authorization to ONI-5.

2. Contractors will not release the inteltigence material to any activity or person of the
contractor's organization not directly engaged in providing services under the contract or to
another contractor (including sub-contractors), government agency, private individual, or
organization without prior approval of the originator of the material, as outlined in governing
directives, and prior approval and certification of need-to-know by the designated project
manager/coniract sponsor {Chief of Naval Research (ONR 43)).

3. Intelligence material will not be released to foreign nationals or immigrant aliens who may
be employed by the contractor, regardless of the level of their security clearance or access
authorization, except with the specific permission of ONI-5 requested via the Chief of Naval
Research (ONR 43),

4. Intelligence material will not be reproduced without prior approval of the originator. All
intelligence material shall bear a prohibition against reproduction while in the custody of the
contractor.

5. Contractors will maintain records which will permit them to fumish, on demand, the names
of individuals who have access to intelligence material in their custody.



